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Multifaktoros hitelesités beallitasa VPN-hez

Az alabbi linken be kell jelentkezni a TF-es email cimunkkel:

https://mysignins.microsoft.com

Ezutan az alabb lathaté lépéseket kell kovetni:

- Valasszuk ki az oldalsavon a ,Securit

B My Account =+

Info/Biztonsagi informaciék” menupontot.

& 23 myaccount.microsoft.com/?ref=MeControl [ <4 & Incognito
> [ All Book s
3 My Account v F & 9 ﬁ
ﬂ Kiss Bence
kiss.bence@tfhu
| & overview 7
Security info Password

A Security info

Kiss Bence
Devices informatikus f / p
1123 Budapest, Alkotas u. 42-48,, K2 éplilet,

£ Password F/40 Keep your verification methods and security Make your password stronger, or change it if
© s e info up to date someone else knows it
©  Organizations fss.bence@tthy
UPDATE INFO > CHANGE PASSWORD
£ Settings & Privacy
Lo} o
) SIS ' Why can't | edit?
CB My Apps
Devices Organlzatlons

% My Groups

& Give feedback Disable a lost device and review your See all the organizations that you're a part of.
connected devices,

MANAGE DEVICES MANAGE ORGANIZATIONS

Sign out everywhere
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- Majd itt az ,Add Sign-in Method/Bejelentkezési mdd hozzaadasa” opcidt.

Add a sign-in method

2, Microsoft Authenticator
< Approve sign-in requests or use one-time codes

@ Hardware token
Sign in with a code from a hardware token

Phone
Get a call or text to sign in with a code

Alternate phone
Get a call to sign in with a code

Office phone

Get a call to sign in with a code

- It pedig a ,Microsoft Authenticator” lehet6séget kell valasztani. Ennek a
beallitdsahoz szikség lesz egy okostelefonra (Android/iOS), amire telepitve van
a Microsoft Authenticator alkalmazas.

- Ennek a lépésnek a kivalasztasa utan, a weboldal végig fogja mutatni a Iépéseit,
hogy hogyan is kell beallitani.
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Ha minden sikeresen ment, akkor az alabbi képnek kéne fogadni:

B My Sign-Ins | Security Info |1 X +
¢ 25 mysignins.microsoft.com/security-info & & Incognito

[ All Bookmarks

My Sign-Ins
o Q Microsoft Authenticator app was successfully %
£ overview Securlty In]cO registered
These are the methods you use to sign into your account or reset your password.
£ Security info Thu, 27 Mar 2025 00:46:35 GMT
(D) You can't change your password on this site. Contact your admin for help.
Ll Devices

-+ Add sign-in method
Q, Password
[ password © Last updated:

22 days ago

E1 Organizations

® Microsoft Authenticator

Delete
Push multi-factor authentication (MFA) e

a] Settings & Privacy

« .
O Recent activity Lost device? Sign out everywhere
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Ha ez kész, akkor kdvetkez6 lépésként meg kell nyitni a Forticlient alkalmazast a céges
laptopon, majd létre kell hozni egy Uj kapcsolatot az alabbi beallitasokkal:
Pre-Shared key tartalma: r7ycg10ouq8YSa2XZLHFsgHJhhomNuBu

FortiClient

Upgrade to the full version to access additional features and receive technical support.

Edit VPN Connection

VPN | ‘ | |
Connection Name [TF IPsec I
Description [ I
Remote Gateway [vpn.tf.hu I %

+Add Remote Gateway

Authentication Method ‘ Pre-shared key vl

[................................ |

Authentication (EAP) o Prompt on login O Save login O Disable

Enable Single Sign On (SSO) for VPN Tunnel

D Use external browser as user-agent for saml user authentication

= Advanced Settings
= VPN Settings
IKE O Version 1 o Version 2

Address Assighment o Mode Config O Manually Set

== Dhaca 4
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1@ FortiClient - Zero Trust Fabric Agent = X

File Wiew Help

0 ient VPN
A & O© o0 a

Upgrade to the full version to access additional features and receive technical support.

= Advanced >ethngs

=\PN Settings

IKE () Version1l @ Version 2
Address Assignment @ Mode Config () Manually Set (") DHCP over IPsec
Encapsulation () IKEUDP Port (") IPSec over TCP @ Auto (UDP fallback TCP)
IKE UDP Port 4500
IKE TCP Port 443 i
=Phase 1
YE Pro I Encryption Authentication
S e AES256 v SHA256 v
Encryption Authentication
AES256 v SHAS512 v
DH Group 1 )2 HE (14 (J15
[]16 [(J17 []18 (19 20
[J21
Key Life 86400 e

Local ID Optional
Dead Peer Detection
NAT Traversal
Enable Local LAN

Cancel Save
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File Wiew Help
0 z VIFIN
\ 4 5 0 0 a
Upgrade to the full version to access additional features and receive technical support.
Encryption Authentication

DH Growp 1 (2 s (14 (J1s
(16 (17 (18 (19 20
(21

tocl 1D
Dead Peer Detection
NAT Traversal
Enable Local LAN

= Phase 2
IKE Proposal Encryption Authentication |
Encryption Authentication

Key Life conds
O Bytes
[:] Enable Replay Detection
Enable Perfect Forward Secrecy (PFS)

DH Group 20 v
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Ezt el kell menteni, majd a csatlakozas lehetéséget kell valasztani:

[ ] FortiClient

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Name ‘TF IPsec vl =
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A csatlakozasra valé kattintas utan az alabbi felugré ablak kell, hogy fogadjon, majd
kovetni kell a Iépéseket az albakokban:

@ FortiClient &1 Microsoft
Sign in

Upgrade to the full version to acces

lsomeone@example.com

Can't access your account?

Q Sign-in options

Terms of use  Privacy & cookies
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@ FortiClient =. Microsoft

Upgrade to the full version to acces kiss.bence@tf.hu

Approve sign in request

@ Open your Authenticator app, and enter the number
shown to sign in.

35

No numbers in your app? Make sure to upgrade to the
latest version.

| can't use my Microsoft Authenticator app right now

More information

Connect Disconnect
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Amennyiben minden rendben lett beallitva, a kapcsolat sikeres és az alabbi képnek kell

fogadnia:

@ FortiClient

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

Jm—

VPN Name

IP Address
Username
Duration
Bytes Received
Bytes Sent

TE SSO
10.201.0.1
kiss.bence@tf.hu
00:00:16

52.09 KB

16.47 KB
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